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Dr. Mark Brittingham, President
BSDI

6 Kellie Street

Califon, NJ 07830

To Whom It May Concern:

HP Security Labs was retained by BSDI as an independent third party to perform a vulnerability
assessment of its “Motivation” web application.

During this assessment, HP security consultants conducted several types of tests to assess the
security of the Web application. These tests included the following:
e Parameter Manipulation

o Cross-Site Scripting

o SQL Injection

o Reverse Directory Transversal

o Buffer Overflow

o Hidden Fields Manipulation

Known Vulnerability Checks

Common File Checks

Data Extension Checking

Path Truncation

Hidden Web Paths

Web Server Testing

Application Mapping

Directory Enumeration

Backup Checking

Our assessment findings and subsequent verification reinforce the fact that BSDI consistently
works to deploy effective measures to secure its “Motivation” web application; no significant
vulnerabilities were found during our assessment.

HP Security Labs assessment findings were based upon information provided by BSDI and the
configuration of its servers and networks at the time of the assessment. We used technologies
and methodologies that we believe to be appropriate and reliable in assessing the security issues
presented. We cannot, however, make representations or warranties concerning either those
technologies or methodologies.

Sincerely,
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ustin Warren
Account Manager
HP Application Security Center
Justin.warren@hp.com
(678) 781-4843

115 Perimeter Center Place, Suite 1100 Atlanta, GA 30346



